package com.android.server;

import java.io.BufferedReader;
import java.io.File;
import java.io.FileInputStream;
import java.io.FileReader;
import java.io.FileWriter;
import java.io.IOException;
import java.io.InputStreamReader;
import java.io.PrintWriter;
import java.security.acl.Permission;
import java.util.ArrayList;

import javax.xml.parsers.DocumentBuilder;
import javax.xml.parsers.DocumentBuilderFactory;
import javax.xml.parsers.FactoryConfigurationError;
import javax.xml.parsers.ParserConfigurationException;

import org.w3c.dom.Document;
import org.w3c.dom.Element;
import org.w3c.dom.NodeList;
import org.xml.sax.SAXException;

import com.android.server.am.ActivityManagerService;
import android.app.ActivityThread;
import android.app.AlertDialog;
import android.content.Context;
import android.content.DialogInterface;
import android.graphics.drawable.GradientDrawable.Orientation;
import android.os.Bundle;
import android.os.Handler;
import android.os.Process;
import android.util.Log;
import android.widget.LinearLayout;
import android.widget.Spinner;
import android.widget.TextView;
import android.os.Message;

public class PolicyEvaluator
{
	/////////////////////
	String[] permissions;
	static String finalStr ="";
	static final int FORCE_QUIT = 0;
	//////////////////////
	File fip;
	File rulefip = new File("data/data/com.serg/files/rules.xml");
	Spinner appSpinner;
	Spinner permSpinner; 
	String[] data;
	int id ;
	String ApplicationName;
	public static Context context;
	public static boolean errorDialogFlag = false;
	public PolicyEvaluator() 
	{
	}
	
	public boolean checkPermissionStatus(String permName, String pkgName)
	{
		///////////////
		if(pkgName.equals("com.serg"))
			return true;
		
		Log.i("Check Permission Status", "  App Name: " + pkgName + "  Perm Name: " + permName);
		if(permName.equals("android.permission.SEND_SMS") || permName.equals("android.permission.CALL_PHONE") || permName.equals("android.permission.CALL_PRIVILEGED") )
			writeSmsOrCallPkgName(pkgName);
		
		
		/////////////////
		int j =0;
		try
		{	
	    	File f =   new File("/data/data/com.serg/files/" + pkgName + ".xml");
	      	DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();
			DocumentBuilder db = dbf.newDocumentBuilder();
		    Document dom = db.parse(f);
		      	
		    Element docEle = dom.getDocumentElement();
		      	
		    NodeList properties = docEle.getElementsByTagName("permissionName");
		    final int  permLength = properties.getLength();
				
			for (j=0;j<permLength;j++)
			{
				Element element2 = (Element) properties.item(j);
				String Name = element2.getAttribute("name");
			    		
				if(Name.equals(permName) )
				{
					String status = element2.getAttribute("status");
			    	if(status.equals("1"))
			    	{
			    		/////////////////////
			    		
			    		boolean isCheck = false;
			        	if(permName.equals("android.permission.SEND_SMS") || permName.equals("android.permission.CALL_PHONE")
			        			|| permName.equals("android.permission.ACCESS_FINE_LOCATION") || permName.equals("android.permission.RECORD_AUDIO")
			        			|| permName.equals("android.permission.READ_CONTACTS") || permName.equals("android.permission.ACCESS_COARSE_LOCATION")
			        			|| permName.equals("android.permission.INTERNET"))
			        	isCheck = true;
			    		
			    		////////////////////////
			        	if(isCheck)
			        		if( IsHarmful(permName, pkgName) )
			        			return false;
			        	
			    			errorDialogFlag = false;
			    		return true;
			    	}
			    	else
			    	{
			    		errorDialogFlag = true;
			    		return false;
			    	}	
			    			
			    }
			}
		} 
	    catch (ParserConfigurationException e) 
	    {
	    	e.printStackTrace();
	    } 
	    catch (FactoryConfigurationError e) 
	    {
	    	e.printStackTrace();
	    } 
	    catch (SAXException e) 
	    {
	    	e.printStackTrace();
		} 	
		catch (IOException e) 
		{
			e.printStackTrace();
		}
			
		return true;
	}
	
	public boolean checkApplyOrRemoveCustomizationStatus()
	{
		try
		{	
			File f =   new File("/data/data/com.serg/files/StartStatus.xml");
    		FileReader fr = new FileReader(f);
    		BufferedReader br = new BufferedReader(fr);
    		
    		String status = br.readLine().trim();
    		if(status!=null)
    		{
    			if(status.equals("0"))
    				return false;
    			else 
    				return true;
    		}
		}
    	catch (Exception e) 
    	{}
    	return false;
    }
	
	/////////////////////////////////
	public boolean isAppRestricted(String appName)
	{
		try
		{
			File f =   new File("/data/data/com.serg/files/" +  appName + ".xml");
    		FileReader fr = new FileReader(f);
    		BufferedReader br = new BufferedReader(fr);
    		
			String data = br.readLine();
			
			while(data!=null)
			{
				if(data.contains("mode=\"Restrict\""))
				{
					return true;
				}
				else
				if(data.contains("mode=\"Unrestrict\""))
				{
					return false;
				}
				data = br.readLine();
			}
			br.close();
		}
		catch (Exception e) 
		{
		}
		return true;
	}	
	////////////////////////////////////////////////////////////
	
	public boolean IsHarmful(String Perm, final String ApplicationName)
	{
		String str="";
		int greatestSequence=1 ;
		boolean isHarmful = false;

		try 
		{
			fip = new File("/data/data/com.serg/files/" + ApplicationName + ".xml");
			DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();
			DocumentBuilder db = dbf.newDocumentBuilder();
			Document dom = db.parse(fip);
			Element docEle = dom.getDocumentElement();
      	
			NodeList properties = docEle.getElementsByTagName("permissionName");
    	
			final int  permLength = properties.getLength();
			String changeSequence = "";

			for (int j=0;j<permLength;j++)
			{
				Element element2 = (Element) properties.item(j);
				String Name = element2.getAttribute("name");
				String sequence = element2.getAttribute("sequence");
    		
				if(Integer.parseInt(sequence)>=greatestSequence)
				{
					greatestSequence = Integer.parseInt(sequence)+1;
				}
				
				if(!sequence.equals("0"))
				{	
					str += Name+"!"+sequence+"-";
				}
				else if(Name.equals(Perm))
				{
					str += Name+"!"+sequence+"-";
				}
  			
				// For finding current permission sequence
				if(Perm.equals(Name))
				{
					changeSequence = sequence;
				}
			}
			
			if(  (Integer.parseInt(changeSequence) + 1) == greatestSequence && greatestSequence != 1)
			{
				return false;
			}
			
			str = str.replace(""+Perm+"!"+changeSequence+"-", ""+Perm+"!"+greatestSequence+"-");
			
			//##################### For Left shifting ########################
    	
			String[] count  = str.split("-");
    	
			for(int leftShift=1;leftShift<=count.length;leftShift++)
			{
				if(!str.contains("!"+leftShift+"-"))
				{
					str = str.replace("!"+(leftShift+1)+"-", "!"+leftShift+"-");
				}
			}
			
    	
			String[] SearchDuplication  = str.split("-");
			String swapString = "";
    
			//##################### For Making in Ascending order ########################
  
			for(int l=1;l<=SearchDuplication.length;l++)
			{	
				swapString += "^"+l+"^-";
			}
			//Log.i("Swap String",swapString+"*Swap");
    	
			//##################### Removing Duplication ########################
    	
			for(int k=0;k<SearchDuplication.length;k++)
			{
				String[] permSequence = SearchDuplication[k].split("!");
    		
				String SeparatePermission = permSequence[0]+"!";//+permSequence[1];
    		
				swapString = swapString.replace("^"+permSequence[1]+"^", SeparatePermission);
    		
				if(Perm.equals(permSequence[0]))
				{
					changeSequence = permSequence[1];
				}
			}

			str = swapString;
			
			////////////////////////////////////////////
			permissions = str.split("!-");
			finalStr = "";
			makePermSeq(permissions.length, permissions.length, "", 0);
			
			finalStr = finalStr.trim();
			finalStr = "%" + finalStr;
			
			String[] RuleRepo = GetSeqList().split("%"); 
    	
			for(int rule=0;rule<RuleRepo.length;rule++)
			{
				if(finalStr.contains("%" + RuleRepo[rule] + "%"))
				{
					isHarmful = true;
					break;
				}
			}
			if(!isHarmful)
			{	
				UpdatePermRepo(ApplicationName);
			}
			return isHarmful;
		}
	 	catch (ParserConfigurationException e) 
	 	{
			e.printStackTrace();
		} 
	 	catch (FactoryConfigurationError e) 
	 	{
			e.printStackTrace();
		} 
	 	catch (SAXException e) 
	 	{
			e.printStackTrace();
		} 
	 	catch (IOException e) 
	 	{
			e.printStackTrace();
		}
	 	
	 	return isHarmful;
	}
	public void makePermSeq(int size, int count, String str, int j)
    {
    	String ownStr = "";
    	String strComb ="";
		
    	for(int i= j ; i<size; i++)
    	{
    		if(!str.contains(permissions[i]) )
    		{
				int seqNum = str.split("!").length ;
				ownStr = str + permissions[i] + "!" + seqNum + "-";
				
    			if(count != size)
    			{
    				strComb = ownStr;
    			
    				if(strComb.contains(permissions[permissions.length-1]))
    				{
    					finalStr += strComb + "%";
    				}
    			}

    			if(count > 1)
        			makePermSeq(size, count-1, ownStr, i+1);
    		}
        
    	}
    }
	//######################### Get Combination from Rule Repository ######################
	
	public String GetSeqList()
	{
	    String str="";
	    try 
	    {
	    	DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();
	    	DocumentBuilder db = dbf.newDocumentBuilder();
	    	Document dom = db.parse(rulefip);
	    	Element docEle = dom.getDocumentElement();
	    	NodeList nodes = docEle.getElementsByTagName("combination");
  
	  	      int  combinationLength = nodes.getLength();
	  	      
	  	      for (int i=0;i<combinationLength;i++)
	  	      {
		  	      Element element = (Element) nodes.item(i);
		  	      NodeList properties = element.getElementsByTagName("permissionName");
		  	      int  permLength = properties.getLength();
		    	
		  	      for (int j=0;j<permLength;j++)
		  	      {
		  	    	  Element element2 = (Element) properties.item(j);
		  	    	  String Name = element2.getAttribute("name");
		  	    	  String Sequence = element2.getAttribute("sequence");
		  	    	  str += Name+"!"+Sequence+"-";
		  	      }
		  	      str += "%";
	  	      }
	    }
	    catch (ParserConfigurationException e) 
	    {
			e.printStackTrace();
		} 
	    catch (FactoryConfigurationError e) 
	    {
			e.printStackTrace();
		} 
	    catch (SAXException e) 
	    {
			e.printStackTrace();
		} 
	    catch (IOException e) 
	    {
			e.printStackTrace();
		}
		return str;
	}
	
	
	//######################### Updating Sequence file ######################
	
	public void UpdatePermRepo(String ApplicationName)
	{	
		String buffer= ""; 
		String data = "";
		try
		{
			FileReader fr = new FileReader("/data/data/com.serg/files/" + ApplicationName + ".xml");
			BufferedReader br = new BufferedReader(fr);
			
			data = br.readLine();
			
			while(data!=null)
			{
				String[] currentLine = data.split(" ");
				if(data.contains("sequence"))
					data = data.replace(currentLine[2], "sequence=\"0\"");
				
				buffer += data + "\n";
				data = br.readLine();
				// "<permissionName name=\"android.permission.VIBRATE\" sequence=\"0\" status=\"1\"></permissionName>";
			}
			fr.close();
			br.close();
			
			///////////////
			for(int i=0;i<permissions.length;i++)
			{
				buffer = buffer.replace(permissions[i] + "\" sequence=\"0\"", permissions[i] + "\" sequence=\"" + (i+1) + "\"");
			}
			///////////////
			//Log.i("My Application Tag", buffer);
			File f = new File("/data/data/com.serg/files/" + ApplicationName + ".xml");
			FileWriter  fileW = new FileWriter(f);
			PrintWriter pw    = new PrintWriter(fileW);
			pw.println(buffer.trim());
			pw.flush();
			fileW.close();
			pw.close();	
		}
		catch(Exception e)
		{
			
		}
	}
	////////////
	public void refreshAppXml(String ApplicationName)
	{	
		String buffer= ""; 
		String data = "";
		try
		{
			FileReader fr = new FileReader("/data/data/com.serg/files/" + ApplicationName + ".xml");
			BufferedReader br = new BufferedReader(fr);
			
			data = br.readLine();
			
			while(data!=null)
			{
				String[] currentLine = data.split(" ");
				if(data.contains("sequence"))
					data = data.replace(currentLine[2], "sequence=\"0\"");
				
				buffer += data + "\n";
				data = br.readLine();
				// "<permissionName name=\"android.permission.VIBRATE\" sequence=\"0\" status=\"1\"></permissionName>";
			}
			fr.close();
			br.close();
			
			//Log.i("My Permission Tag", buffer);
			File f = new File("/data/data/com.serg/files/" + ApplicationName + ".xml");
			FileWriter  fileW = new FileWriter(f);
			PrintWriter pw    = new PrintWriter(fileW);
			pw.println(buffer.trim());
			pw.flush();
			fileW.close();
			pw.close();	
		}
		catch(Exception e)
		{
			
		}
	}
}

[bookmark: _GoBack]
